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VYpoBeHb BhIciIero o0pa3oBanus: OakansaBpuar

Hanpasnenue noarorosku: 09.03.02 MupopmanimoHHbIE CUCTEMBI U TEXHOJIOTUU

Hanpasnennocts (npouis)noaroroBku: Pazpaborka n moaudukaus nHOOPMAIIMOHHBIX CUCTEM H
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dopma oOyueHUs: OgHAs
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Pa3padoruukmu:

JlotieHT, kadeapa KOMIBIOTEPHBIX TEXHOJIOTHIA U CUCTEM
JlanTe C.B.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC

BO mno mwnanpaenenuto mnoaroroBku 09.03.02 HMuHbopManmMoOHHBIE CHUCTEMBI

N TEXHOJIOI'UU,

yTBepkAeHHOTO TprkazoM MwunHoOpHayku oT 19.09.2017 Ne 926, ¢ yderom TpyaOBBIX (PyHKITHI
npo¢eCCHOHATBHBIX CTAaHAAPTOB: "AAMUHHUCTpaTop 0a3 JaHHBIX'", YTBEPXKACH MpHKa3oM MUHTpyaa
Poccun ot 27.04.2023 Ne 408H.

CornacoBanue U yTBepkKaACHHUE

[Tonpaznenenue
No W § OTBETCTBEHHOE OUO Busa JlaTa, mpoTOKOJI
KOJIJIETHAJIbHBIN JIUTI0 (TIpu HATMYWN)
opras
1 |KommnbroTepHbIX | 3aBenyroIIMil Jlykbsinenko T.B. CornmacoBano | 06.04.2026, Neo
TEXHOJIOTUH U kadenpoii, 10
CUCTEM PYKOBOAUTEH
noapa3eseHus,
peanu3yomero
OIl
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenb OCBOEHHUSI TUCHUIUIMHBL - ABJISieTCS (POPMUPOBAHHE Y CTYACHTOB MH()OPMAITMOHHON
KyJBTYPBI OyIyLIMX CIEIUATUCTOB, aI€KBATHOW COBPEMEHHOMY YPOBHIO M MEPCIEKTUBAM Pa3BUTHS
B 00JacTH aAMUHUCTPUPOBAHHUA HH(DOPMAIIMOHHBIX CHCTEM, a TaKKe MPUOOpETeHHe 3HAHWH IO
MH(POPMALLOHHOMY, OpPraHU3allMOHHOMY WU MNPOrPpaMMHOMY  OOECIEYECHHUIO CITyK0
aJIMUHUCTPUPOBAHUS, IKCILTYyaTallud U COMPOBOXKICHUS MH(POPMAIIMOHHBIX CUCTEM Ha pa3IMYHBIX
JTanax ux *XU3HEHHOTO ITUKIIA.

3a1auy U3y4eHUs TUCLUITIINHBIL:

- - UCTIOJIb30BAaHUE S3bIKOB M CHCTEM IPOrPAaMMHPOBAHUS C II€JBI0 aBTOMAaTHU3ALUU
MH(POPMALMOHHBIX TPOIECCOB MO cOOpy MH(pOPMAaLMU, HEOOXOAUMOM st 0OpaOOTKH M MPUHSTHS
YIIPaBJICHUYECKUX PELLICHUN;;

- - TPUHATHE YIPABICHUYECKUX PELICHUH aJMHUHHUCTPATOPA CETH B BOIPOCAX MPEAOTBPAILECHUS U
HeiTpanu3auuu yrpo3 QpyHKIMOHUPOBAHNS HHPOPMALIMOHHBIX CUCTEM;;

- - BJIQJICHHE METOJaMH aAMUHUCTPUPOBAHHS HH(POPMALIMOHHBIX CUCTEM.

2. [Inanupyempble pe3yJbTaThl 00y4YeHHs 10 TUCUUILIMHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHMPYEeMBbIMHU pPe3y/1bTaTaMHU 0CBOEHHs 00pa30BaTe/IbHON NPOrpaMMbI

Komnemenyuu, unouxamopul u pe3yniomamul 00y4eHus

OIIK-3 Cmocoben pemiath CTaHAAPTHBIC 3a1aud NPO(YECCHOHAIBHOW AESITEIBHOCTH Ha OCHOBE
nH(pOpMAITMOHHOM " oubmorpaduyeckoi KYJIBTYPbI c MpUMEHEHHUEM
MH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMM W C Yy4Y4eTOM OCHOBHBIX TpeOOBaHUU
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

OIIK-3.1 3naeT OpUHIUIBI, METOAbl W CPEICTBA PEUICHUS] CTAHAAPTHBIX 3a]ad
po¢)eCCUOHATBHON ACATENHPHOCTH Ha OCHOBE HH(POPMAMOHHON W OuOmuorpadudaeckoi
KyJbTYpBl C IPUMEHEHHEM HH(OPMAIMOHHO- KOMMYHHKAIMOHHBIX TE€XHOJOTMH U C y4eTOM
OCHOBHBIX TpeOOBaHMI HHPOPMAIIMOHHOMN 0€30TTaCHOCTH.
3namo:
OIIK-3.1/3u1 [lpuHUOMOBl  pemieHWss CTaHAAPTHBIX 3a1ad  MpoeCCHOHAIBHOM
NeSITeIbHOCTH HAa OCHOBE HH(POPMALMOHHOM H OubOianorpaguueckoid KyabTypbl C
NpUMEHEHHEM HH(OPMAIIMOHHO- KOMMYHHUKAIIMOHHBIX TEXHOJOTHH U C Y4YeTOM
OCHOBHBIX TpeOoBaHU# HH(POPMAIIMOHHOH 0€30MaCHOCTH.
OIIK-3.1/382 Metoapl U CpeACTBa pEIICHUs] CTaHIAAPTHHIX 3a7a4 MPOoeCCHOHAIBHOM
NeSITeIbHOCTH HAa OCHOBE HH(POPMALMOHHOM H OubOanorpaguueckoid KyabTypbl C
NpUMEHEHHEM HH(OPMAIIMOHHO- KOMMYHHKAIIMOHHBIX TEXHOJOTHH U C Y4YeTOM
OCHOBHBIX TpeOoBaHUH HH(POPMAIIMOHHOH 0€30MaCHOCTH.

OIIK-3.2 Ymeer pemarh CTaHIApTHBIC 337a4M MPO(ECCHOHATBHON EeSTEeNbHOCTH Ha OCHOBE
MHPOPMALMOHHOW U OubOIHOrpaduueckor KynbTypbl ¢ HpPUMEHEHHEM HH(OPMAIMOHHO-
KOMMYHHUKAITMOHHBIX TEXHOJOTUH M C y4YETOM OCHOBHBIX TpeOoBaHWiI WH(MOPMAIMOHHON
0€30IacHOCTH.
Ymemns:
OIIK-3.2/¥Ym1 Pemarp craHmapTHble 3amadd MpodeCcCHOHATBLHON JesATEILHOCTH Ha
O0CHOBE MH(OPMAIIMOHHON U OHOIMOrpaduuecKoil KyabTyphl
OIIK-3.2/¥YM2 Pemars craHmapTHble 3amadd MNpPodEeCcCHOHATBLHON JeATEIBHOCTH C
NpUMEHEHHEM WH(GOPMAIIMOHHO- KOMMYHUKAIIMOHHBIX TEXHOJOTMH H C YYeTOM
OCHOBHBIX TpeOoBaHMI MHGOPMAIIMOHHON 0€30TTaCHOCTH.
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OIIK-3.3 Brnaneer HaBbIKaMHM HOATOTOBKM 0030pOB, aHHOTAIMH, cocTaBieHus pedeparos,
HAyYHBIX JOKJIQJOB, MyOnuKanuii u Oubauorpaduu Mo HaydyHO- MCCIEI0BAaTENBCKON padoTte ¢
y4eToM TpeboBaHUN HHPOPMAITMOHHON 6€30MaCHOCTH.

Braoems:

OIIK-3.3/HBl HaBpikamMu TOATOTOBKH 0030pOB, MyOJuKamuii u Oubauorpaduu 1o

HAay4yHO- HCCIIEJIOBATENbCKOM paboTe C yderoM TpeOoBaHWUK HH(DOPMAITMOHHOM
0€30MacHOCTH.

OIIK-3.3/HB2 HaBbikamu MOATOTOBKH aHHOTAIIM, COCTaBJIEHUS pedepaToB, HAYUHBIX
JIOKJIa/I0B, MyOnuKanuii u Oubauorpaduu Mo HaydHO- HCCIENIOBATENLCKONH padboTe ¢
y4eToM TpeOoBaHUN MHPOPMAIIHOHHON 0€30MacCHOCTH.

OIIK-5 CrnocobeH WHCTAUIMPOBAaThH MPOTPAMMHOE M ammaparHoe  oOecrieueHue st
MH(OPMAITMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM

OIIK-5.1 3Haer OCHOBBI CHCTEMHOTO aJMUHUCTPUPOBAHHUSA, AAMUHUCTPUPOBAHHSA CYyOs,
COBpPEMEHHBIE CTaHIAPThl HHPOPMAITMOHHOTO B3aUMOACHCTBUS CUCTEM.

3nams:

OIIK-5.1/311 OCHOBBI CHCTEMHOTO aIMUHHCTPHPOBAHUSI.

OIIK-5.1/382 OcHOBBI aAMUHUCTPUPOBAHUSI CYO/I.

OI1IK-5.1/3u3 CoBpemeHHbIe cTaHAAPTHI HH(POPMALIMOHHOTO B3aUMOJICHCTBUS CHCTEM.

OIIK-5.2 VYMeer BBHINOMHATH TAPAMETPUUECKYI0 HACTPOWKY HWHGOPMAIIMOHHBIX U
aBTOMAaTU3HPOBAHHBIX CHCTEM.

Ymems:

OIIK-5.2/YM1 BBIMOMHATH MapaMeTpUIECKy0 HACTPOHKY HH(OPMAIIMOHHBIX CHCTEM.

OIIK-5.2/¥YM2 BpINONHATE TapaMeTPUUECKyl0 HACTPOHKY aBTOMAaTH3WPOBAHHBIX
CHCTEM.

OIIK-5.3 Brageer HaBbIKAMM HMHCTAJUISAIMM TPOTPAMMHOIO W allapaTHOTO OO0ECTeUYeHUs
MH(POPMALMOHHBIX 1 aBTOMATU3UPOBAHHBIX CHCTEM.

Bnaoemw:
OIIK-5.3/HB]l HaBblkaMu HMHCTAJUISILIMK NPOTPAMMHOTO M ammapaTHOro oOecredeHus
UH(POPMAILIMOHHBIX CUCTEM.

OIIK-5.3/HB2 HaBblkaMu HMHCTAJUISILMK MPOTPAMMHOTO M ammapaTHOro oOecredeHus
ABTOMAaTU3UPOBAaHHBIX CHCTEM.

OIIK-7 Criocoben OCYLIECTBIIATH BBIOOp wiatGopm u MHCTPYMEHTAJIbHBIX
IIPOTPaMMHO-aNNapaTHIX CPEICTB IS peann3alui MHOOPMAIIMOHHBIX CUCTEM

OIIK-7.1 3HaeT oCHOBHBIC IUIAT(GOPMBI, TEXHOJOTHH W HMHCTPYMEHTAJIbHBIC MPOrPAMMHO-
anmapaTHbIe CPEACTBA Ul peanu3aliy HHOOPMaLMOHHBIX CUCTEM.

3namu:

OIIK-7.1/311 OcHoBHBIE TIaTGOPMBI 711 peaTn3aii HHOOPMAITMOHHBIX CUCTEM.

OIIK-7.1/312 3HaeT TEXHOJOTMHM U HHCTPYMEHTAJbHbIC MPOTPAMMHO- alIapaTHbe
CpeACTBa JJIsl peasin3alui UH(HOPMAIIMOHHBIX CHCTEM.

OIIK-7.2 VYmeer oOCymIECTBIATH BBIOOp MmiIarGopM M HHCTPYMEHTAIBHBIX IPOrPaMMHO-
anmaparHbIX CPEJCTB IS peanu3aluu MHPOPMAIIMOHHBIX CUCTEM, PUMEHSITh COBPEMEHHbBIE
TEXHOJIOTHH peau3alii HHPOPMALMOHHBIX CUCTEM.

Ymems:
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OIIK-7.2/¥ml  Ymeer ocymecTBIATh BbIOOp miardpopM A peanu3aliu
UH(QOPMAIIMOHHBIX CHUCTEM, IPUMEHSTh COBPEMEHHBIE TEXHOJOTMU pealu3aluu
UH(POPMAILMOHHBIX CUCTEM.

OIIK-7.2/YMm2 Ymeer OCYUIECTBIISITh BBIOOD WHCTPYMEHTAIbHbBIX
POrpaMMHO-AINAPATHRIX CPEACTB Ul pealu3alud  UHGOPMAIMOHHBIX CHCTEM,
NPUMEHSATHh COBPEMEHHbIE TEXHOJIOTHH peann3alii UHPOPMALIMOHHBIX CUCTEM.

OIIK-7.3 MMmeeT HaBBIKM BJIAJEHUS TEXHOJIOTMAMHM M HHCTPYMEHTAJIbHBIMU IIPOrPAMMHO-
anmapaTHbIMHU CPEJICTBAMHU JJISl pealn3alui HHPOPMAIIHOHHBIX CUCTEM.
Bnaoemw:
OIIK-7.3/HB]l HaBblku BiajieHUs] TEXHOJOTHUSMHU JIs peanu3anuu HH()OpMaIMOHHBIX
CHCTEM.

OIIK-7.3/HB2 HaBblku BiafeHUs] MHCTPYMEHTAJIbHBIMH MPOTPAMMHO- amlapaTHbIMU
CpeACTBaMHU JUIs peanu3alii HHPOPMALMOHHBIX CUCTEM.

[NIK-I16 CrnocoOHOCTh BBIOMHATH PabOTHl MO OOCIYKMBAaHHIO MPOTrPaMMHO-aNapaTHbIMU
cpeacTBamMu ceTeil 1 ”HPOKOMMYHHUKAITUH.

[IK-I16.1 3HaeT OCHOBBI CHUCTEMHOIO AJIMHHUCTPUPOBAHHS, OCHOBBI AJIMUHUCTPUPOBAHUS
CyOll, apXUTEKTYpY, YCTPOUCTBO U (PyHKIIMOHUPOBAHHUE BBHIYMCIUTENBHBIX CHCTEM, CETEBBIC
MIPOTOKOJIbI, OCHOBBI COBPEMEHHBIX OIEPAIlMOHHBIX CHCTEM, OCHOBBI COBPEMEHHBIX CyO7,
OCHOBBI MO OpraHU3aIMH, UCTOYHUKH HH(POPMAINH, HEOOXOAMMOM Il MpodheCCHOHATBHON
JESATETLHOCTH TIPH BBITOJIHECHUH Pa0oT MO CO3MaHMI0 (MOIUMUKAITIN) H COITPOBOXKIACHHUIO HC
3namu:
[IK-116.1/311 HWcrounuku wuHOpMaIuu, HEOOXOAUMOW Juisi MpodeCcCHOHATBLHON
JNEATeTLHOCTH TIPU  BBINIOJIHEHMH paboT 1o  co3maHuio  (Momudukanmuu) u
COIIPOBOXKJICHUIO UC
[K-I16.1/382 OcHOBBI HH(POPMALIMOHHOM OE30MACHOCTH OpraHU3alun
Ymemu:
[IK-I16.1/Ym1 Pabotarh ¢ 3amucsaMu MO Ka4yecTBY (B TOM YHUCIE C KOPPEKTUPYIOIIUMHU
NEUCTBUSAMH, TPEOYNPEKIAONUMA  JIEHCTBUSAMH, 3alpocaMH Ha  HUCIHpPAaBICHHE
HECOOTBETCTBUI)
Braoemy:
[IK-I16.1/HB1 HaBblkM TIPOBEPKHM COOTBETCTBHSI CEPBEPOB TPEOOBAHUAM HC K
000pyIOBaHUIO U IPOTPAMMHOMY 00ECTICUCHUIO

[IK-I16.2 YMmeer ycraHaBnMBaTh MPOTpaMMHOE oOOecredeHue, HeoOXoaumMoe I
(YHKIMOHUPOBAaHHUS HUC, B paMKax BBIIOJIHEHUS pabOT MO co3AaHuio (MOAU(HKALNU) U
COIIPOBOX/ICHUIO HC, JEHHCTAJUIMPOBATH IPOrpaMMHOE obecrieueHne, HeoOXoauMoe JJis
(YHKIMOHMPOBAaHHUS MC, B paMKax BBIIOJIHEHUS pabOT MO co3AaHuio (MOAM(HKALNU) U
COIIPOBOX/ICHUIO MC, pabOTaTh C 3aMUCSAMH 110 Ka4eCTBY (B TOM YHCJIE ¢ KOPPEKTUPYIOIIUMHU
NCUCTBUSIMH,  TPEAYNPEKIAIOMIMMU  JEHCTBUSAMH,  3alpocaMH  Ha  HCIIpaBlICHHUE
HECOOTBETCTBUI) B paMKax BBIMOJHEHHS paboT 1O co3gaHuio (MoaudUKauu) |
COIIPOBOXICHHUIO HC

3namo:

[TK-I16.2/311 OcHOBBI COBPEMEHHBIX CYO.T

[TK-116.2/382 OCHOBBI COBPEMEHHBIX OTIEPAIIMOHHBIX CHCTEM
[TK-I16.2/313 CeTreBble TPOTOKOIIBI

Ymemu:

[K-I16.2/Ym] JleMHCTaNIMpoOBaTh IpOrpaMMHOE obecrieueHre, HEeoOXOquMoe IS
(YHKIMOHUPOBAHUS UC

Braoems:
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[TK-I16.2/HB1 HaBblkaMi MHCTAJISILIMKA CEPBEPHOI YAaCTH UC Y 3aKa34unKa UC

[IK-I16.3 Bnageer HaBbIKAMH TIPOBEPKH COOTBETCTBHUS CEPBEPOB TPEOOBAHUSIM HC K
000pYZIOBAaHUIO M MIPOTPAMMHOMY OOECIICUEHHUIO B paMKax BBITTOJIHEHHS PabOT IO CO3AaHHUIO
(MoaM@UKAIMK) U COMPOBOXKIECHUIO UC, MHCTAJUIALNS CEPBEPHOIN YaCTH HC y 3aKa3yuKka HC B
paMKax BBIIOJHEHHS pabOT MO co3gaHuio (MOAU(UKAIMK) ¥ COMPOBOXKICHUIO WC,
BepU(pUKAUU TPAaBUILHOCTH YCTAHOBKM CEPBEPHOI 4YacTHM UC Yy 3aKa3zyhka HC B paMKax
BBITIOJIHEHHSI pabOT MO CO3MaHMI0 (MOAUGUKAIIMK) U CONMPOBOXKICHHUIO HC, (PUKCHPOBAHUS
Pe3yabTaTOB Pa3BEPTHIBAHMS CEPBEPHOM YacTH HC Y 3aKa3uyMKa B CUCTEME yuyeTa OpraHu3aluu
B paMKax BBITIOJIHEHUS padoT MO CO3MaHMI0 (MOAUGMHUKAIIMKI) U COMTPOBOXKICHHUIO UC

3namu:

[TK-116.3/301 Apxurekrypa, yCTpOHCTBO H (YHKIIMOHUPOBAHHE BBIYHCIUTEIBHBIX

CUCTEM

[TK-116.3/382 OcHOBBI aAMUHUCTPUPOBAHUS CYOT

[K-I16.3/383 OCHOBBI CHCTEMHOTO aJIMUHUCTPUPOBAHUS

Ymems:

[IK-116.3/¥YMm1  YcranaBnuBaTh MNpOrpaMMHOE OOecleYeHne, HeoOXomuMoe IS

(YHKIMOHUPOBAHUS UC

Braoems:

[TK-116.3/HB1 HaBbikamu BepuduKauy NpaBUILHOCTA YCTAHOBKH CEPBEPHOM YaCTH HC

y 3aKa3yuKa uc

[TK-116.3/HB2 HaBbikamu hUKCHUpPOBAHUS PE3YJIBTATOB PAa3BEPTHIBAHUS CEPBEPHOMN YaCTH

UC Y 3aKa3uMKa B CUCTEME y4eTa OpraHu3aluu

3. Mecto aucuumimHbl B cTpykrype OII

JucuumuinHa  (MOAYNb) «AJMUHHCTPHUPOBaHHME HMH(OPMAIIMOHHBIX CHUCTEM» OTHOCHTCA K
00s13aTeNbHOM YacT 00pa30BaTeIbHOM MPOrpaMMBl M U3ydaeTcs B cemecTpe(ax): 6, 7.

B nmpouecce wu3yueHHMs AWCHUIUIMHBI CTYIEHT TOTOBUTCS K PpEIICHUIO THUIOB  3ajad
npodeCcCHOHAIBHOW  AeaTenbHOCTH, mnpenycMmorpeHHbix @OI'OC BO wu  obpazoBarenbHON
IIPOrpaMMON.

4. O6beM aMCUMIIMHBI (MOYJIs1) M BUABI Y4eOHOH padoThI
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5. Conepxxanue 1M CUMILTAHBI (MOLYJIS)
5.1. Pa3gennl, TeMbl AMCUUILIMHBI M BUABI 3aHATHH
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(4acel MPOMEXKYTOYHON aTTECTALIMU HE YKA3bIBAOTCSI)

§ = |2 o
> = = E |8 2w
E | E |z |E|C|EEE
S 2|5 5|5 (888
SE[ 213|388 |RES
HaumeHnoBaHue pasziena, TEMbI §8 Sl 9 le 2 |0 § ;
S8l E |z |8|g|882z
S | S| E|2 |5 |85k¢
o |2 |E|E|E| 8|55 E
S5 |g|E| 2|8 |E258
o |z s o o 5 B9 &
Mm M = = = O |IE 3 &E
Pa3aen 1. CereBoe 137 22| 34| 24| 57| OIIK-3.1
aJIMMHHUCTPUPOBAaHHE B OIIK-3.2
HH(OPMALMOHHBIX CHCTEMAX OIIK-3.3
Tema 1.1. O6rume cBemenust 06 7 OIIK-5.1
aJIMMHUCTPHPOBAHUH OIIK-5.2
MH(QOPMAIOHHBIX CHCTEM OIIK-5.3
Tema 1.2. OOBEKTHI 8 OIIK-7.1
aJIMUHUCTPUPOBAHUS ¥ MOJICTTN OIIK-7.2
yHpaBJICHHUA. OIIK-7.3
Tema 1.3. CeTeBoii ypoBeHb 8 IIK-T16.1
mozenu OSI 11K-116.2
Tema 1.4. Ocuogsi Cisco Packet 6 TK-I16.3
Tracer
Tema 1.5. Crarnueckas 6
MapHIpyTH3aUS
Tema 1.6. ®usnueckuili ypoBeHb 8
monenu OS]
Tema 1.7. OcHOBEI HCIIONIB30BaHUS | 12
VLAN
Tema 1.8. Ilnmnamudeckas 12
MapHIpyTH3ALUS
Tema 1.9. becipoBogusbie cucremsi| 10
nepeaayu TaHHBIX
Tema 1.10. Ucnonp3oBanue 8
VLAN B JTOKaJIbHOM CETH
Tema 1.11. Brimmomaenne ceTeBoi 16
JAArHOCTHKH
Tema 1.12. Bueapenune VLAN u 4
DHCP B noxanpHOM ceTH
Tema 1.13. Hactpoiika 2
KOMMYyTaropa 3 ypoBHS
Tema 1.14. I[TpoTokomsl 2
KaHaJIbHOTO ypoBHA Moaenu OS]
Tema 1.15. Kommyrtamus u VLAN 4
Tema 1.16. CereBoii ypoBeHb 4
mozenu OSI. MapuipyTtusanus B
KOMITBIOTEPHBIX CETSIX
Tema 1.17. lomeHHas cucrema 4
nmeH (DNS)
Tema 1.18. Bupryanuzanus B 4
KOMIIBIOTEPHBIX TEXHOJIOTHUIX
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Tema 1.19. DnexrponnHas noura 6 2

(e-mail)

Tema 1.20. be3onacHOCTE B CETAX 6 2

Pa3znen 2. ATMUHHUCTPHpPOBaHUE 40 24| 10| OIIK-3.1

ceTeBbIX ONEPANMOHHBIX CHCTEM OIIK-3.2

Windows OIIK-3.3

Tema 2.1. OcHOBHBIE TIOHSTHUS 4 2| OIIK-5.1

Active Directory OIIK-5.2

Tema 2.2. OnepanyoHHas cucrema 4 4 OIIK-5.3

Windows Server OINK-7.1

Tema 2.3. OcHOBBI paboTBIACtive 10 4 4 OIIK-7.2

Directory OINIK-7.3
IIK-I16.1

Tema 2.4. I'pynnoBbsle NOTUTHKA 4 4

Active Directory HK-I16.2

- ITK-I16.3

Tema 2.5. lomensl Active 4 4

Directory. Windows Power Shell

Tema 2.6. DNS cepsep B 4 4

ornepaunoHHoi cucreme Windows

Server

Tema 2.7. daiinosas cucrema. 10 4 4

OO6mwme pecypchl

Pa3znen 3. ATMUHHUCTPHpPOBaHUE 44 36 2| OIIK-3.1

ceTeBbIX Linux-cucrem OIIK-3.2

Tema 3.1. Onepanuonnas cucrema | 10 4 2| OIIK-3.3

Astra Linux OIIK-5.1

Tema 3.2. Cepsep Astra Linux 6 4 OINK-5.2

Tema 3.3. [Iporpammel 4 4 OIIK-5.3

OMepalMoOHHOMN cucTeMBbI Astra OINIK-7.1

Linux OIIK-7.2

Tema 3.4. Ciysx6a DNS B 4 4 OIIK-7.3

omnepanMoHHON cucteme Astra TK-T16.1

Linux ITK-I16.2
I1K-I16.3

Tema 3.5. MexcereBoil 3kpaH 4 4

(firewall) B onepanmioHHOMA

cucteMe Astra Linux

Tema 3.6. daiiyioBBIC CUCTEMBI 8 8

Astra Linux

Tema 3.7. MannatHoe 8 8

pasrpaHUYeHHE T0CTyTa B

omnepanMoHHOM cucteme Astra

Linux

Pasznea 4. [IpomexxkyTounast 4 OIIK-3.1

arrecranus (3a4eT, IK3aMeH) OIIK-3.2
OIIK-3.3
OIIK-5.1

Tema 4.1. 3auer 1 OIIK-5.2
OIIK-5.3
OIIK-7.1
OIIK-7.2

Tema 4.2. Dk3ameH 3 OIIK-7.3
IIK-I16.1
ITK-I16.2
I1K-I16.3
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Hroro | 225| 4] 22| 46| 84| 69|

5.2. Conep:xkanue pa3aesioB, TeM IMCHUILTAH

Pazoen 1. Cemegoe adomunucmpuposanue ¢ UHGOPMAYUOHHBIX CUCIEMAX
(Vlabopamopmuwie 3auamusn - 224.; Jlekyuonnwie 3anamus - 34u.; Illpakmuueckue 3anamus - 24u.;
Camocmoamenvhan paboma - 574.)

Tema 1.1. Obwue ceederus 06 AOMUHUCMPUPOBAHUU UHDOPMAYUOHHBIX CUCTEM
(Jlexyuonnvie sanamus - 24.; Camocmoamenvras paboma - 54.)

1. 3agaun agmunancTpupoBanusa MC.

2. OyHKIUM CITy>KObI aIMUHUCTPUPOBAHUS

3. YpoBHU aAMMHUCTPUPOBAHUS M MMOJIUTHKH O0€30MaCHOCTH

4. Opra"u3aiMoHHbIE YPOBHU aIMUHUCTPUPOBAHUS.

Tema 1.2. Obvexkmovl AOMUHUCTPUPOBAHUSL U MOOETU YIPABTIEHUSL.

(Jlekyuonnwie 3anamus - 2u.; Camocmosmenvhas paboma - 64.)

1.IloHsiTHE OTKPBITON CUCTEMBI, TE€TEPOT€HHBIE CUCTEMBI.

2. Mognenu ynpasnenust FCAPS u ITIL.

3. Yrpasnenue KOHQUTYpPUPOBAHUEM, YUETOM, IPOU3BOAUTEIBHOCTHIO U OE30MTACHOCTBIO.

Tema 1.3. Cemesotui ypogerv mooenu OSI

(Jlabopamopnuvle 3anuamusi - 4u.; Jlexyuonuwie sanamus - 2u.; Camocmoamenvrasn paboma - 24.)
1.ITIporoxon IPv4.

2. Iloncern.

3. Hactpoiika crarudeckoro ip aapeca cpeactBamu rpaduueckoro nHtepdeiica B OmeparmoHHBIX
cucremax Windows u Astra Linux

Tema 1.4. Ocnoswr Cisco Packet Tracer

(IIpakmuueckue 3auamus - 4u.; Camocmosmenvnas paboma - 2u.)

1.I'maBHOE MEHIO TPOTPAMMBI

. [Tanens MHCTPYMEHTOB;

. [lepexirouarens MKy JJOTHUECKOU U (u3ndeckoi. OpraHu3amuei.

. JlononHuTENbHAS MTAaHEJIb HHCTPYMEHTOB.

. [lepeximouarens Mex 1y peabHbIM peskuMoM (Real-Time) u pexxumMoM CUMYITSIITIH.
. [Tanens ¢ rpynmnamMu OKOHEYHBIX YCTPOUCTB U JIUHUN CBSI3H.

. OKOHEYHbIE YCTPONCTBA — KOMMYTATOPbI, pOyTEPhI, KOMIIBIOTEPHI, TOUKH JTOCTYIIA, IPOBOIHHUKH.
. [lanenb co3ganus Mojib30BaTeNbCKUX CIICHAPHUEB.

. Pabouee mpocTpaHCcTBO.

O 00 3 O\ L bW IN

Tema 1.5. Cmamuyeckas mapupymusayus

(Jlabopamopnvie 3anamust - 4u.; CamocmosmenvHas paboma - 24.)

1. HacTpoiika ceTu ¢ AByMsl MapuIpyTH3aTOPAMU C UCIIOIb30BAHUEM CTATHUYECKON MapIIpyTHU3alUN
2. KomaHapl HACTPOMKHU CTAaTHYECKUX MApIIPyTOB

Tema 1.6. Qusuyeckuii yposenv mooenu OSI

(Jlekyuonnwie 3anamus - 4u.; Camocmosmenvuas paboma - 4u.)
[TapameTpbl KaOeTBHBIX CHCTEM.

KaGenu Ha ocHOBe BUTOI Maphl.

KoakcuanbHbie kabenu.

OnTOBOJIOKOHHBIE KaOemH.

Cpena nepenaun JaHHBIX.

M
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Tema 1.7. OcHosbl ucnonvzosanus VLAN

(Jlabopamopnvie 3anamust - 4u.; [Ipakmuueckue 3anamust - 4u.; CamocmosmenvHas paboma - 44.)
1.13y4yeHre 0CHOB BUPTyaJIbHBIX JIOKAJIbHBIX ceTeil VLAN

2. Hacrpoiika cetu ¢ 1symsi VLAN

3. Hactpoiika cetu ¢ Tpems VLAN

4. Tloctpoenue cxembl cetu Router-on-a-Stick.

Tema 1.8. J[lunamuueckas mapupymuzayust

(Jlabopamopnuie 3anamus - 4u.; [lpakmuueckue 3auamus - 4u.; Camocmosmenvrasn paboma - 44.)
1. Kondurypuposanue npotokona RIPv2.

2. HacTpolika TuHaMH4Y€CKO MapIIpyTU3alluK B CETU

Tema 1.9. Becnpogoousie cucmemvl nepedasu OAHHbIX
(Jlexyuonnvie sanamus - 6., Camocmoamenvras paboma - 44.)
1. OcHOBBI OECITPOBOHOM MEepeaaun

2.Ha3emHblIe KaHAIIbI CBSI3H

3.MuadpacTtpykrypa 6€CIIpOBOIHOMN CETH

4.Texnonoruu Wi-Fi

5.0cHoBHbIE cTannapThl Wi-Fi

6.Hactpoiika 6ecripoBogHoit cet: SSID, acToTHBIE KaHabBI, TApaMeTPhl 0€30IaCHOCTH
7. Bei6op o6opynoBanust Wi-Fi

8. [lepconasibHBIC OECITPOBOAHBIC CETH

9. O030p TEXHOJIOTHI COTOBBIX CETEH

10. CriyTHHUKOBBIE€ KaHAJIbI

Tema 1.10. Hcnonvsoeanue VLAN 6 nokanvHot cemu

(Jlabopamopnuie 3anamus - 2u.; [lpakmuueckue 3auamus - 2u.; Camocmosmenvrasn paboma - 44.)
1.HacTpoiika BUpTyaabHOH JIOKaJbHOU CETH B HEOOMBIION OpraHu3alny.

2. VYnaneHHbIH TOCTYN K 000pyA0BaHHIO ITPH HACTPOMKAX CETH.

Tema 1.11. Bvinonnenue cemegoti Ouaznocmuxu

(Jlabopamopusie 3anamus - 4u.; Ilpakmuueckue 3anamus - 4u.; Camocmosmenvhasn paboma - 84.)
1.Ycrpanenue Hemonaaok Ha pusudeckoM ypoBHe mozaemn OSI.

2. YcTpaHeHre HeNoJa 0K Ha KaHAJIbHOM ypoBHE Mozaenu OSI.

3. BoccTanoBnenne yrpaueHHON KOHPUTYpAIIUU CETEBBIX YCTPOMUCTB.

Tema 1.12. Bneopenue VLAN u DHCP 6 nokanwHou cemu
(IIlpaxmuueckue 3auamusi - 44.)

1. YcranoBKka 1 HaCTpOIKa yIpaBIIeMbIX KOMMYTAaTOPOB
2 .Hacrtpoiika DHCP-nynoB Ha poytepe.

Tema 1.13. Hacmpoiika kommymamopa 3 YpOBHs.

(IIpaxmuueckue 3anamusi - 24.)

1.IlepBonavyansHast HacTpoiika Multilayer SwitchO (MSM).

2. Hacrpoiika DHCP myna na MSM.

3. Hactpoiika L3-coenqunenus u nporokosna EIGRP.

4. ITpumenenne ACL k BupTyansHOMY HHTEep(eiicy MHOTOypOBHEBOTO KOMMYTAaTOPa

Tema 1.14. IIlpomokonsi kKananvHozo yposHs mooenu OSI
(Jlekyuonnwvie 3anusamus - 24.)
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1. ARP — nnpoTokon onpeaenenus aapecos

2. IIpoToKoJIbI M KaHAJIbl MHOKECTBEHHOIO JJOCTYyIa
3. IIpoToKoIBI pa3aeneHus KaHaia

4. IIpoTOKOJIBI MPOU3BOJIBHOTO JOCTYIA

5. IIpoTOKOIIBI MOOYEPEAHOTO JOCTYIIA.

Tema 1.15. Kommymayus u VLAN
(Jlexyuonnvie 3anamus - 2u.; Camocmosamenvhas paboma - 24.)
1.ITpouecc kommyTaruu. OCHOBHBIE TPUHIUTIIBI

2.PexxuMbl U BUIBI KOMMYTaluu. Buasl KOMMyTaTropoB
3.VLAN

Tema 1.16. Cemesoti yposenv mooenu OSI. Mapwpymusayusi 8 KOMNbIOMEPHBIX CEMIX

(Jlexyuonnvie 3anamus - 2u.; Camocmosamenvhas paboma - 24.)

1.IlepenanpaBnenue U MapmpyTH3anus. TabauIlbl MapIIPyTH3AIIH.
2. AIropuT™MBI MapIIpyTU3AIIAH.

3. MapuipyTu3zanus 1no BeKTOpy pacCTOSTHUM.

4 .IloHsITHE CXOOUMOCTH CETH.

5. MeTpuka v aIMUHUCTPATUBHAS JUCTAHIUSA

6. JIMCTaHIIMOHHO-BEKTOPHBIN aJITOPUTM.

7. AropuT™ MapuIpyTH3alHy M0 COCTOSHHUIO KaHaJa.

8 IlpenmyniecTBa U HEAOCTATKU CTATUYECKON U IMHAMUYECKOW MAPILIPyTU3ALUY.

Tema 1.17. [Jomennas cucmema umen (DNS)
(Jlekyuonnwie 3anamus - 2u.; Camocmosmenvuas paboma - 24.)

1.OcnoBnbie nousitus DNS.

2. Ilpouecc pa3penieHust UMEH.
3. Crpykrypa 3anuceit DNS.

4. Crry:x6a DNS B WS.

Tema 1.18. Bupmyanusayusi 8 KOMNbIOMEPHBIX MEXHOI02UAX
(Jlexyuonnvie 3anamus - 2u.; Camocmosamenvhas paboma - 24.)

1.OcHOBBI BUpTyanu3auu

2.Buspl BUpTYyanu3anuu

3.Bupryanuzanus miaardopm

4.Buptyanuzaius pecypcoB

5.IIpuMeHeHue BUpTyaIu3auu
6.1IpeumyniecTBa U HEAOCTATKU BUPTYATU3ALMHI

Tema 1.19. Dnexmpounas nouma (e-mail)

(Jlexyuonnvie 3anamus - 44.; Camocmosamenvnas paboma - 24.)
1. ApXUTEKTYPBHI U CITYXKOBI.

2.ITonb30BaTENbCKNUE ar€HTHI

3. ®opmMarkl COOOIICHMIA

4. Muorouenesie pacimpernuss MIME.

5. Ilepechbuaka cooOICHUT.

6.Be6-moura.

Tema 1.20. Bezonacnocmo 6 cemsx
(Jlexyuonnvie 3anamus - 44.; Camocmosamenvhas paboma - 24.)
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1.OcHOBBI KpunTorpadpum.

2. Crannapr mugposanus DES.

3. VYayumennsii cranaapt mmdposanus AES.
4.ANTOpPUTMBI C OTKPBITHIM KIIFOUOM.
5.Anroput™m RSA.

6. Lludpossie moxnucu.

Pazoen 2. AOmunucmpupoeanue cemeesvix onepayuonnvix cucmem Windows
(Vlekyuonnwvie 3anamusa - 6u.; Ilpakmuueckue 3anamusa - 24u.; Camocmoamenvnasa pavoma -
10u.)

Tema 2.1. Ocnosnvie nouamus Active Directory
(Jlexyuonnvie 3anamus - 2u.; Camocmosamenvuas paboma - 24.)

1. TlpeumymectBa AD.
2. Jlormueckas crpykrypa AD. OCHOBHBIE OOBEKTHI.
3. ®usznueckas cTpykrypa cetu ¢ AD

Tema 2.2. Onepayuonnas cucmema Windows Server
(IIlpaxmuueckue 3auamusi - 44.)

1.IlepBoHavanbpHas HacTporika KoHTpoJuiepa nomeHa AD B Windows server.
2. Co3gaHue TOMEHHBIX MOJIb30BaTENICH, Ha3HAYEHUE TIPAB J0CTYIa K OOIIUM ITarKam.

Tema 2.3. Ocnoswl pabomulActive
Directory

(Jlekyuonnwvie 3anamus - 2u.; [Ipaxmuueckue 3anamus - 4u.; Camocmosmenvrasn paboma - 44.)

1. Karamoru u cimyx0n1 karasioros AD.
2. Ha3znauenwue, 3amaun 1 QyHKIMH CITY>KOBI KaTaJIOTOB.
3. Ilpeumymectsa AD.

Tema 2.4. I pynnosvie nonumuku Active Directory

(IIpakmuueckue 3anamus - 4u.)

1. BBoza B TOMEH KIMEHTCKUX MAIIHH..
2. Pabora c rpynnoBeiMu nonutukamu Active Directory.

Tema 2.5. Jlomenwt Active
Directory. Windows Power Shell

(IIpakmuueckue 3anamus - 4u.)

1. Komaumnerst Windows Power Shell
2. Pe3epBHOE KOMMMPOBAHUE KOHTPOJLIEPA JIOMCHA.
3. VYnajeHue KOHTpoJUIEpa JOMEHA.

Tema 2.6. DNS cepsep 6 onepayuonnoti cucmeme Windows Server
(IIpaxmuueckue 3anamusi - 44.)

1.Hactpotika DNS cepgepa.
2. Hactpoiika DHCP cepgepa.

Tema 2.7. @atinosas cucmema. Odbwue pecypcol
(Jlexyuonnvie sanamus - 24.; [lpakmuueckue 3anamus - 4u.; Camocmosmenvnas paboma - 44.)
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1.IuckoBbie koHpurypammu. RAID.
2.®aiinosle cuctemsl Windows Server.
3.00mmme pecypcsl U IIpaBa JOCTyTA.
4.CeteBble pa3peleHUs.

5.Pa3pemienust NTFS.

6.JleiicTBytomue (3ppeKTuBHBIC) pa3perieHHs.

Pazoen 3. AOmunucmpupoeanue cemeegvix Linux-cucmem
(Vlekyuonnwvie 3anamusa - 6u.; Ilpakmuueckue 3anamusa - 36u.; Camocmoamenvnas paboma -
2y,)

Tema 3.1. Onepayuonnas cucmema Astra Linux

(Jlexyuonnvie sanamus - 4u.; [lpakmuueckue 3anamus - 4u.; Camocmosmenvnas paboma - 24.)
1. IlepBoHauanmbHas HACTPOIKA CETEBBIX MAPAMETPOM B OTIEPAIIMOHHOM cucTeme Astra Linux

2. Hacrpoiika peno3utopues B OC Astra Linux.

3. YcranoBka cucteMHbIX koMnoHeHTOB OC Astra Linux

Tema 3.2. Cepsep Astra Linux

(Jlexyuonnwvie 3anamus - 24.; Ilpakmuueckue sauamus - 44.)

1. Hacrpoiika monkiroueHus k cepepy Astra Linux mo SSH ¢ ucnonbs3oBanueM Kiroda.
2. Hacrpoiika BeO cepBepa Apachi2 B oneparmonHoi cucteme Astra Linux.

Tema 3.3. Ilpoepammul onepayuonnou cucmemsl Astra Linux
(IIpaxmuueckue 3anamusi - 44.)

1.ITnanuposmuxk 3anay (Fly-admin-cron) B Astra Linux.
2.Hactpoiika NTP (fly-admin-ntp) B Astra Linux

Tema 3.4. Cnysicoa DNS 6 onepayuonnoti cucmeme Astra Linux

(IIpaxmuueckue 3auamust - 44.)

1.Hactpotika DNS cepBepa B onepannonHoi cucteme Astra Linux.

2. OyHKIMM onepanuoHHON crucTembl Astra Linux mo opranu3aiuu ceTeBoi paboThI.

Tema 3.5. Meswccemesoti sxpan (firewall) 6 onepayuonnoti cucmeme Astra Linux

(IIpaxmuueckue 3anamusi - 44.)

1. Hactpoiika firewall B OC Astra Linux

2. Yrunura iptables B Astra Linux

3. Crucku noctyna (ACL) B onepanuonHoii cucteme Astra Linux. IIpumepsl HaCTpOMKH CIIMCKOB
nocTyna

Tema 3.6. @aiinosvie cucmemvul Astra Linux

(IIpaxmuueckue 3auamusi - 84.)

1. CucTeMHBIE KaTaJoTu ONEepaliMOHHON cucTeMbl Astra Linux.

2.CtangapTHOE TUCKPEIIMOHHOE pa3rpaHUyYeHUe JOCTYyIa B ONepaiMoHHON cucteMe Astra Linux
3.Hactpoiiku npaB noctyna K ¢aiinam u katajgoram B Astra Linux

Tema 3.7. Manoamnoe pazepanuuerue 0ocmyna 6 onepayuoHuou cucmeme Astra Linux
(IIlpaxmuueckue 3auamust - 8y.)

1.BkiroueHne MaHAAaTHOTO KOHTPOJIS IIEIOCTHOCTH B OMNEpaIMOHHOW cucteme Astra Linux u ee
(aiioBoii cucTeme.

2.3amyck cucTeMHbIX cityk0 systemd Astra Linux ¢ ypoBHEM IIETOCTHOCTH U KOH(UICHIINATBHOCTH.
3. OYHKIMOHUPOBAHHE CHCTEMHBIX CEpBHUCOB Astra Linux ¢ uHCHoOnb30BaHWEM MaHIATHOTO
KOHTCHTA.

4. Illuna mexnporieccHoro B3anmoneicTeusi D-Bus B oneparnimonHoii cucteme Astra Linux.
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Pas3zoen 4. Ilpomesricymounan ammecmayus (3auem, IK3ameH)
(Bueayoumopnaa konmaxkmuasa paboma - 4u.)

Tema 4.1. 3auem
(Bueayoumopnas konmaxmuas paboma - 14.)

Bompocsl k 3agety

Tema 4.2. Jxzamen
(Bueayoumopnas konmaxmuas paboma - 34.)

Bomnpocsl k 3xk3ameny

6. OneHo4YHbBIC MaTepHAJIbl TEKYLET0 KOHTPOJIS
Pazoen 1. Cemegoe aomunucmpuposanue ¢ UHGOPMAYUOHHBIX CUCIEMAX
Dopma konmpons/oyenounoe cpeocmso: Komnemenmuocmno-opueHmupogantoe 3a0anue
Bonpocwi/3aoanus:
1. Kakas cTpykTypa pemaeT 3aJadyd aJAMHHHCTPUPOBAHUS HWH(OPMAIMOHHBIX CHCTEM
opraHuzanuu?
1. Yopanstomuil nepcoHas opraHu3aluu
2. AIMUHHUCTPATOP CUCTEMBI
3. Otnen kaapoBOro odecredeHus
4. Byxranrepus
2. BoibepuTe TUIIOBBIC 32/1a41 AIMIUHUCTPUPOBAHUS 00€CIIEUUBAIOIINX MTOICUCTEM
1 AnMuUHHCTpHpOBaHUE KaOEIbHBIX CUCTEM 3/IaHUN U KaMITyCOB
2 Anmunuctpupoanue OC u CYB/]
3 AAMUHHCTPUPOBAHUE KOMITBIOTEPHOM CETU U CPEJCTB MOJKIIOUCHUS K OIEeparopam CBSI3U
4 ATMUHUCTPUPOBAHUE TAHHBIX
5 YnpaneHue npoekTaMu
6 OOydeHHE TEXHMUYECKOTO TIepCOHANIa H TIOJb30BaTelei, KOHCYJBTUPOBAHHE TEpCcOoHasa
MPEINPUITUS U TEXHUYECKUX CITYKO
Pazoen 2. AOmunucmpupoeanue cemeevix onepayuonnvix cucmem Windows
Dopma konmpons/oyenounoe cpeocmso: Komnemenmuocmno-opuenmupogantoe 3a0anue
Bonpocwi/3aoanus:
1. Kakoif mapaMeTp 3arpy3Kud CHCTEMBI CIEIyeT BhIOpaTh, €CIM MPU HOPMAIILHOM 3aIlyCKe
MIPOUCXOIUT cOOM U3-3a HEJJABHO YCTAaHOBJICHHBIX JIpaiiBepOB?
1 Ge3omacHbIi pexxuM
2 anbTepHATUBHAS 3arpy3Ka
3 oObryHas 3arpys3ka
2.1IS - ...
1 internet information security, COBpeMEHHBII aHTUBUPYC OT KoMnaHuu Microsoft
2 intel information services
3 nternet information socket
4 (Internet Information Services) - mpomnpuerapHblii HaOOp CEpBEPOB ISl HECKOIBKHX CITYKO
WHTEpHETa OT KOMIIAaHUU MaikpocopT
Pa3zoen 3. Aomunucmpuposanue cemegvix Linux-cucmem
Dopma koHmpona/oyenournoe cpeocmso: Komnemenmnocmuo-opuenmuposannoe 3a0anue
Bonpocul/3adanus:
1. Breibepute nBa crmocoba B3aUMOJICHCTBHS TOJIB30BATEsl ¢ OOOJOYKOM ONeparmoHHON
CUCTEMBI
1 uaTepdeiic komanaHOM cTpoku (CLI)

2 rpaduueckuit mHTEpPEIic
3 API
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2. Apache HTTP-...

1 BeO-cepBep
2 TIOYTOBBIN CEpBEP
3 cepBep 0a3 JaHHBIX
Pas3zoen 4. Ilpomesricymounana ammecmayus (3auem, IK3ameH)

Dopma koHmpona/oyenournoe cpeocmso: Komnemenmnocmuo-opuenmuposannoe 3a0anue

Bonpocui/3adanus:

1. YkaxuTe onepaiirio, 6€3ycI0BHO BHIMOIHIEMYIO MTEpe]l BXOIOM B CUCTEMY

. AyTeHTHUKanus
. ABTOpH3anus
. AKKayTHHT
. Yyer
. KBotupoBanue

D AW ==

2. PacnipesienieHHbIE IPUIOXKEHUSI, IO CPABHEHUIO C JIOKAJIBHBIMH, 00€CIIEYHBAIOT:
. OTKa30yCTOMYNBOCTD
. bezonacHocTh
3. IIpocToTy mporpaMMupoBaHus

N —

7. OueHoYHbIE MATEPHAJIbI IPOMEKYTOUHOM aTTeCTAlUM

Lllecmoii cemecmp, 3auem

Konwmponupyemwie HJK: OIIK-3.1 OIIK-5.1 OIIK-7.1 OIIK-3.2 OIIK-5.2 OIIK-7.2 OIIK-3.3
OIIK-5.3 OIIK-7.3 I[IK-116.1 TIK-116.2 IIK-116.3

Bomnpocei/3ananus:
1. 3anaun agmunucTpupoBanus UC. YpoBHU aAMUHUCTPUPOBAHUS.
2. 3ajauy aIMUHUCTPUPOBAHUS U YIPO3bl HA YPOBHE CETH.
3. 3amaun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE MPUIOKEHUH.

4. 3amaun aIMUHUCTPUPOBAHUS U YTPO3bl HA YPOBHE JIaHHBIX.

5. Y43BUMOCTH ypOBHS y3J1a.

(o)

. Hapymenus yposns JIBC.

~

. 3a/1aun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE JITAHHBIX.

[o¢]

. 3a1auy aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE IIEPUMETPA.
9. 3amaun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE y3Ja.

10. ITonsatue orkpeitoil cucreMsl. ['ereporennsie MC.

11. OOBEKTH aIMUHUCTPUPOBAHUS

12. Monenu ynpasnenusi. FCAPS

13. Yopasnenue otkazamu B Mozenu FCAPS
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

VYrpasnenue kounpurypupoanuem B moaenn FCAPS.
VYnpasnenue yaetoM B monenu FCAPS.

VYnpasieHnue npon3BoauTeIbHOCTHIO B Moaen FCAPS.
VYrpasienue 6e3onacHocThio B Moaenu FCAPS.

Mopnens ynpasnenus [TIL.

IP-anpecanusa. Knaccer [P-agpecos.

OcHoBBI OecripoBOIHOM TIepenaun. YacTOTHBIC THUana3oHbI.
[TapameTpsl KaOETBHBIX CUCTEM.

Kabenu Ha 0CHOBE BUTOM TapHI.

KabenpHbIC cricTEMBI Ha OCHOBE MEAHOTO MPoBoja. KoakcraibHbIN Kabeb.

KabenbHBIE CHCTEMBI HA OCHOBE ONTHYECKUX BOJOKOH.

Cpena nepenaun 1aHHBIX.

TexHoorust MOHTaXka ONITOBOJIOKOHHBIX MY(DT U OKOHEUHBIX YCTPOUCTB.
Texnomorus GPON.

HazemHrble kaHanbI CBA3U.

Hazemusbie pagnokanansl. [IpenmyiecTsa u He10CTaTKu O€CIIPOBOIHBIX CHCTEM.

Ceovmoti cemecmp, IKk3amen
Koumponupyemvrie HJIK: OIIK-3.1 OIIK-5.1 OIIK-7.1 OIIK-3.2 OIIK-5.2 OIIK-7.2 OIIK-3.3
OIIK-5.3 OIIK-7.3 IIK-116.1 TIK-116.2 I[IK-116.3

Bomnpocsei/3ananus:

1. 3apaun agmuaucTpupoBanus UC. YpoBHU aAMUHUCTPUPOBAHUS.

2. Opranu3anOHHbIE YPOBHU aIMUHUCTPUPOBAHHUS.

Opranu3zalilnoOHHbIE YPOBHU aIMUHUCTPUPOBAHUSI.

3. 3aaun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE TAHHBIX

4. 3anaun aIMUHUCTPUPOBAHUS U YIPO3bl HA YPOBHE MPUIIOKEHUH.

5. 3aaun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE y3Ja.

6. 3a1aun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE CETH.
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7. 3amaun aAMMHUCTPUPOBAHUS U YIPO3bl HA YPOBHE MEPUMETPA.

8. Karanoru u cimy»Obl KaTanoros.

9. Ha3nauenue ciy»Obl KaTaJloros.

10.

I1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

OyHKIUH CTyKObI KaTaJIOTOB.

3amaun cirykObI KaTaIoToOB.

IIpeumymecTta AD.

Jlornueckast crpykrypa AD. OcHOBHBIE OOBEKTHI.
Jlornueckast crpykrypa AD. JloMeHBI.

Jlornueckast crpykrypa AD. JlepeBbs u seca.

Jlornueckast crpykrypa AD. OprannzanioHHbIE €IUHULIBI.

dusnueckas cTpykTypa cetu. KonTpomiep 1oMeHa.
®dusnueckas cTpykrypa cetu. CaiT.
[P-anpecanus. Knaccsr IP-agpecos.
Mapupytuzanus. 3agauyu MapuipyTH3aHHy.
Ceresble macku. [loncern.
Mapmpytuzatopsl 1 ARP-Tabmauib.
CraTtuueckasi MapIIpyTH3aLHsL.

Komanner Cisco 10S.

Kondurypanuu 10S.

Hacrpoiika cratnyeckoil MappyTU3auu.
Crnucku nocryna.

CrangaptHble cnucku gocryna. [Tpumepsl.
Pacmmpennsbie criucku ngocryna. [Ipumepst.
NmenoBannbie ciucku pocrymna. [Ipumepsl.

JluHamMuyeckast MapLIpyTA3aLus.
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32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

[Iportokon RIP. HacTtpoiika RIP.

[Tporokonsl IGRP/EIGRP. Hactpotika IGRP/EIGRP.

KananbHblll ypoBeHb. Azipecaliysi Ha KaHAJIBHOM YPOBHE.

[IpoTtokon onpenenenns agpecoB ARP

[IpoToKkosbl U KaHaJIbl MHOXKECTBEHHOTO AocTyna. [IpoTokobl pazaenenus KaHamia.
[IpoToKosBI MPOU3BOIBLHOTO AOCTYTIA.

[IpoToKkosbl MOOYEPEAHOTO AOCTYTIA.

CeteBoli ypoBeHb. Azipecaliysi Ha CETE€BOM YPOBHE.

YerpotictBo nmamsatu Cisco. XpaHeHUe KOHPUTyparuii.
Hutepdeiico ycrpoiicts Cisco.

CeteBble paspenieHusi. OnpeneneHne CyMMapHbIX CETEBBIX pa3pelIeHUN.
Pazpemenust NTFS.

Oco0psle pazpemenust NTFS.

Omnpenenenre cyMmmapHbIX (3()PEKTUBHBIX) pa3peleHUH.

Bupapl yuetnsix 3anuceii B AD.

[InannpoBaHue y4eTHBIX 3alIMCEil TTOJIb30BATENEH.

[InanrpoBaHue yYETHBIX 3aIIUCEl KOMIIBIOTEPOB.

Hacrpoiika rpynmoBsix monmutuk B WindowsServer.

[IpoTOKOJIBI CETEBOTO YPOBHS.

[TpoToxon IP.

ITporoxonm ARP. ARP-Ta6mume1. Komanga ARP. 3ampocsr u OTBETHI.
[Tporokon ICMP. Bpems xu3au nakera. Komanp! ping u traceroute.
[IpoToKOIIBI MapIIPYTU3ALINH.

AJTOpUTMBI MapIIPyTU3ALINH.

[TpoToxon UDP.
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57.

38.

59.

60.

61.

62.

63

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75

76.

77

Cmyxx6a DNS. Buapl cimyx0.
Cmyxx6a DNS. Jomensr. FQDN.

Cmyx6a DNS. 3onsr DNS.

Crpykrypa 3anuceidt DNS.

. HuckoBsie koHpurypamun. RAID-0.

JHuckoBsie koHpurypamun. RAID-1

JHuckoBsie koHpuUrypamun. RAID-5.

daitnossie cuctembl WindowsServer.

@ainossle cucteMbl UNIX.

OcHoBnbie oHsTus NTFS.

O6mme pecypcesl. CrienaibHbIC BUJIBI PECYPCOB.
I'pynnel B AD. Tunsl rpynm.

I'pynnoBas monutuka. TUBI TPyNIOBBIX MOJUTHK.
I'pynnoBas nonutuka. [lapamerpsr mporpamm.

I'pynmoBas monmurtuka. [Tapamerpsr Windows.

. [TonsiTue BupTyanuzanuu. Buasl BupTyanuszanuu.
Bupryammzanus miargopm.

. Buptyanuzanus pecypcos.

[Ipouecc pazpenienust UMEH. 3aTpOChI MPSIMOTO MPOCMOTPA.

[porecc paspenieHns UMEH. 3aIPOCHl 0OPATHOTO MTPOCMOTPA.

I'pynmnoBas nmonuTuka. AJIMUHUACTPATUBHBIE MIAOIOHBI.

8. MarepuaJibHO-TEXHHYECKOE H Y4eOHO-MeTOAnYeCcKoe ofecrevyeHue TUCIHIINHBI

8.1. [lepeyeHb OCHOBHOI U JOMOJHUTEILHON Y4eOHOM JTUTEPATYPbI

OcHognas tumepamypa
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1. Xenpukcon,, X. AamunuctpupoBanue web-cepBepoB B IIS: yuebnoe mnocobue / X.
XenpukcoH,, C. Xodmann,. - AamunHuctpupoBanue web-cepepoB B IIS - Mocksa:
Wntepner-Yausepcurer Mupopmanmonnsix Texnonoruit (MHTYUT), Ait Ilu Ap Menua, 2025. -
473 c¢. - 978-5-4497-0854-0. - Tekcr: onextponnwnii // IPR SMART: [caiir]. - URL:
https://www.iprbookshop.ru/146322.html (mara oOpamenus: 08.10.2025). - Pexum nocryma: mo
MOATHCKE

2. Momikos,, M. E. Beenenue B cucremHoe anmuanctpupoBanue Unix: yue6Hoe mocodue / M. E.
Momkos,. - Beeaenue B cuctemHoe anMuaucTpupoBanue Unix - MockBa: UHTepHET- YHUBEpCUTET
Nudopmarmonnsix Texnomormit (MHTYUT), Au Ilm Ap Memma, 2025. - 207 c. -
978-5-4497-0906-6. -  Tekcr: onekrponneld //  IPR SMART: [caiitr]. - URL:
https://www.iprbookshop.ru/146338.html (mara o6pamenus: 08.10.2025). - Pexxum mocrymna: mo
HOATMHUCKE

3. JIAIITEB C. B. AnmunuctpupoBanue nHGOPMAaMOHHBIX cucTeM: yueO. nocooue / JIAIITEB
C. B., Jlantes B. H., Apmunos I. A.. - Kpacnonap: Ky6I'AY, 2025. - 161 c. - 978-5-907976-36-8. -
TekcT: HemoCpEeACTBEHHBIN.

Jlononnumenvuas numepamypa

1. KPEUMEP A. C. AJIMUHHUCTpUPOBaHUE WH(OPMAIIMOHHBIX CUCTEM: METO/. PEKOMECHIAINH /
KPEMMEP A. C., Kpensimes [I. A.. - Kpacromap: Ky6I'AY, 2020. - 37 c. - TeKcT: 3IeKTPOHHBIH. // :
[caiitr]. - URL: https://edu.kubsau.ru/mod/resource/view.php?id=9245 (mata oOparmieHus:
12.05.2026). - PexxuMm qocTyrma: 1mo moammucKe

2. Tonuapyk,, C. B. AnmunuctpupoBanue OC Linux: yue6HOe mocobue / C. B. T'onuapyk,. -
AnvunauctpupoBanue OC Linux - Mocksa: WnaTtepHeT-YauBepcuter HMHbOpMamoOHHBIX
Texnonoruit (MHTYUT), At [Iu Ap Meaua, 2024. - 163 c. - 978-5-4497-2432-8. - Tekcr:
anektpoHubii // IPR SMART: [caiit]. - URL: https://www.iprbookshop.ru/133916.html (marta
obpamenust: 08.10.2025). - Pexxum nocTyma: 1mo moanmcke

3. HebGaeB,, U. A. AnMuHuCTpupoBaHHE HWH(OPMAIMOHHBIX CHCTEM. BBemeHHe B CTEK
MPOTOKOJIOB. MH(MOpMaMOHHbIE CITyKObl M YTHIIUTHI MPUKIIATHOTO YPOBHS: ydeOHOe mocooue / U.
A. HebaeB,. - AnMuHHCTpUpOBaHUE WH(GOPMAIMOHHBIX CHCTEM. BBeleHHME B CTEK MPOTOKOJIOB.
Wndopmanmonnsle  cayxObl W yTWINTHI OpukiagHoro ypoBHa -  Caunkr-IletepOypr:
Cankr-IleTepOyprckuii TOCyIapCTBEHHBIH YHHUBEPCUTET MPOMBIINUICHHBIX TEXHOJOTHM W JW3aliHa,
2023. - 76 c. - 978-5-7937-23129-0. - Texkct: snexrponnsiii / IPR SMART: [caiit]. - URL:
https://www.iprbookshop.ru/140101.html (mara o6pamenus: 08.10.2025). - Pexxum mocrymna: 1o
MOJIITUCKE

8.2. IIpogeccuonasibHbie 0a3bl JaHHBIX U pecypcbl «AHTepHET», K KOTOPBIM 00ecne4nBaeTcst
AOCTYI 00y4aKOUIUXCS

IIpogpeccuonanvuvie 6azvl OaHHbBIX
1. http://www.iprbookshop.ru/ - [IPRbook

Pecypcol « Unmeprem»
1. https://edu.kubsau.ru/ - O6pa3zoBarenbHbIil mopTan Kyol'AY

8.3. [IporpammHoe obecnieyeHre U HHPOPMAITMOHHO-CIIPABOYHbIE CHCTEMbI, HCIOJIb3yeMble
NPH OCyleCTBJIEHUH 00pPa30BaTeIbHOIO Npouecca no JUCIUIIUHE

Ilepeuenv npoepammnozo obecneuenus
(0bHOBNEeHUE NPOU3BOOUMCS NO Mepe NOABILEHUS HOBbIX 8ePCULL NPO2PAMMbL)

He ucnonb3yercs.

Ilepeuensb uHpOPMAYUOHHO-CRPABOUHBIX CUCTEM
(0OHOBIEHUE BBINOTHAEMCA eHCEHEOETbHO)
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He ucnonb3zyercs.
8.4. CneniuasibHbIE IOMeELIEHUS], JIA00PATOPUHU U J1a0OpaTOpPHOE 000pyI10BaHUE
9. MeTonnuyecKue yKa3aHusi 10 OCBOCHHMIO TUCHUIJIMHBI (MOXYJIs1)

VYuebHas paboTa M0 HANpPaBJICHUIO TMOATOTOBKU OCYIIECTBISETCS B (hOpME KOHTAKTHOU pabOTHI C
IperojaBaresieM, CaMOCTOSTEIbHOH paboThl 00yyaromierocsi, TEKyIIeH W MpPOMEXYyTOUYHOM
arTecTalMii, WHBIX (OpMax, MpeagaracMblX YHUBEPCHUTETOM. YUeOHBIH Marepuan JAUCHUIUIMHBI
CTPYKTypUpOBaH M €ro M3y4YeHHE MPOU3BOJUTCS B TEMAaTHYECKOM IOCIEeI0BaTEILHOCTH.
ConepxaHue METONMYECKMX YyKa3aHWH JOJKHO COOTBETCTBOBaTh TpeOoBaHusM DenepaibHOTO
rOCYJIJapCTBEHHOTO 00pa30BaTelIbHOTO CTaHAApTa M Y4YeOHBIX MpOrpaMM IO JUCLHUIUIMHE.
CamocrosarenbHass paboTa CTYIEHTOB MOXKET OBITh BBINOJIHEHA C TIOMOIIbI0 MaTepHAaJIOB,
pa3MeleHHbIX Ha ropTalie noaaepxku Moodl.

10. MeTonnuyeckue peKOMEHIalUM M0 OCBOCHUIO M CUMILTUHBI (MOIYJIA)
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